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o Extend Enterprise Security To the Cloud
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Trust Models Will Need to Change
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extend enterprise security to the cloud security for the cloud providers

Enterprises & Service Providers will build their own clouds leveraging virtualization

= Security & management of virtualization will be critical

Enterprises want...
to increasingly use more SaaS applications & cloud services
= Manage complexity with automation and extended policy management
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security for the cloud providers

Public clouds (Iaas, PaaS) need...
to provide security and assurance to potential customers

Public Cloud

i
l App1 ] App1 | App2
L Customer 1 f§ C
) |

On-Premise Private Cloud

7July 2010 Copyright © 2010 CA. All rights reserved. No unauthorized copying or distribution permitted.

integrate security silos for better results

Combining identity & data intelligence
improves the function & value of an
ordanization’s security posture
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security from the cloud

Cloud-based Identity Management Services will emerde...
as trust model changes & cloud relationships become more complex
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securing cloud management
VS.
managing cloud security
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security as a service

cloud computing: a delivery & consumption model

> Security ordanisation - a broker of security services
o Supplier vs. Consumer

> Managing security services - mare of a concern
o Security controls are not enough

o Infrastructure Management (Performance & availability)
o Service Management
o IT services vs. business services

> IT management and security - truly integrated
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use case: identity as a service
on demand self-service & measured service
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Your Enterprise NIST “SERVICE MODELS”: Saa$, Paas$, laaS

On-Premise

Private Cloud

NIST “ESSENTIAL CHARACTERISTICS”

Broad network access (Internet-based)
On demand self-service

Rapid elasticity
Resource pooling
Measured service (Metering)

Public Clouds
BTQ g ;ﬁe u:fi':(
_g' e :wrml(a E( e 2o, Aot

UNISYS  rockspoce WS vk Fedix

Source: NIST (US. National Institute of Standards and Technology)
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use case: rapid elasticity

Business Service Performance Cycle

===  Monitoring or Scheduled Trigger

Business
Service

Trigger “Automated Commissioning”
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use case: security & management integrated from the start,
model based, and policy driven

Design
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